
REMINDER: Security Warning - URL Spoofing Phishing Scheme 
April 27, 2020 
 
 
To all UP Users: 
 
Please be reminded not to click on ANY URL from UNSOLICITED email, even from trusted 
sources, as there are reports about phishing attempts which manipulate the URL and allow 
malicious apps to gain access to users’ data. 
 
Kindly also be reminded to be careful in clicking Zoom meeting/webinar URLs as malicious 
actors could be creating similar-looking URLs to attack devices. For the latest updates about 
Zoom’s security, you may refer here: https://zoom.us/docs/en-us/privacy-and-security.html  
 
Please continue to be vigilant of suspicious activities online. Should you 
encounter these, immediately inform our Helpdesk through email at helpdesk@up.edu.ph  
 
For your information and guidance. 
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